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I came across a small but interesting artifact in the course of a recent investigation. Quick Google searching failed to find any documentation elsewhere, so here's a brief
summary of my findings. The bottom line is that residue of old resident $DATA entries may exist in NTFS MFT records after the file data has grown large enough to
become a non-resident attribute.

You can actually force this situation to occur yourself. First, create a small text file using Notepad or your preferred text editor (Carrier suggests limiting the file size to less
than 700 bytes if you want the file to be stored as a resident attribute). Here's a picture of the MFT entry for the file I created:

File Edit View Windows Help

00000000/46 49 4C 45 30 00 03 00 0B A3 5E FC 00 00 60 00 1D 00 02 60 38 00 01 00| FILEO..... A eeerenns 8...
00000018A8 03 00 00 00 04 00 00 00 00 00 00 00 00 00 00 05 00 00 00 5C 57 01 00 |..eevueevreeeen.n.. \W..
00000030/02 00 72 65 00 00 00 00 10 00 00 00 60 00 00 00 00 00 00 00 00 60 00 00 ..re........ e,
0000004848 00 00 00 18 00 00 00 97 3D 7F C2 0D AB CD 01 6D EE 8F C2 6D AB CD 01 H........ i,
0000006029 3C 9E C2 @D AB CD 01 6D EE 8F C2 0D AB CD 01 20 00 00 00 00 00 00 00 )<...........oee vvvnn..
0000007800 60 00 00 00 00 00 00 00 00 00 00 97 02 00 00 00 00 00 00 G 00 00 00 |..................o.....
00000090D0 8E 44 42 00 00 00 00 30 00 00 60 78 00 00 00 00 00 00 00 00 00 03 00 ..DB....0...X...........
000000A8/5A 00 00 00 18 00 01 00 51 06 00 00 60 00 62 00 97 3D 7F C2 6D AB CD 01 Z....... Quevvnnn. =,
000000C0OD EE 8F C2 @D AB CD ©1 6D EE 8F C2 0D AB CD 01 6D EE 8F C2 0D AB CD 01 ...evueeevvnnnennnnnn..
000000D800 00 60 00 60 00 00 00 00 00 00 60 00 00 00 00 20 00 00 00 00 00 00 00 ................ .......
000000FOOC 02 51 00 55 00 4F 00 54 00 41 00 54 00 7E 00 31 00 2E 00 54 00 58 00 ..Q.U.0.T.A.T.~.1...T.X.
0000010854 00 74 00 00 00 00 00 30 00 00 00 78 00 00 00 00 00 00 00 00 60 02 00 T.t..... 0 Xeraaannnns
00000120/5C 00 00 00 18 00 01 00 51 06 00 00 00 00 62 00 97 3D 7F C2 6D AB CD 01 \....... Quevvnnn. =,
000001380D EE 8F C2 @D AB CD 01 6D EE 8F C2 0D AB CD 01 6D EE 8F C2 0D AB CD 01 ....evueeevvnnnennnnnn..
0000015000 00 00 00 60 00 00 00 00 00 00 60 00 00 00 00 20 00 00 00 00 00 00 00 ................ .......
000001680D 01 71 00 75 00 6F 00 74 00 61 00 74 00 69 00 6F 00 6E 00 2E 00 74 00 ..q.u.o.t.a.t.i.o.n...t.
0000018078 00 74 00 60 00 00 00 40 60 00 00 28 00 00 00 00 00 00 00 00 00 04 00 X.t..... [T U
0000019810 00 00 00 18 00 00 00 FF 46 71 D8 8C 13 E2 11 9C E6 00 6C 29 76 F3 52 ......... FQuveennnns )V.R
0000018080 60 00 00 Fo 01 60 oo Jill 0o 18 60 oo oo 01 0o |D510160" 00 HENEElco 00 ........................
000001C8/57 65 20 61 72 65 20 67 6C 61 64 20 74 68 65 20 44 61 75 70 68 69 6E 20 We are glad the Dauphin

000001E069 73 20 73 6F 20 70 6C 65 61 73 61 6E 74 20 77 69 74 68 20 75 73 3B 6D is so pleasant with us;.|
000001F80A 48 69 73 20 70 02 00 73 65 6E 74 20 61 6E 64 20 79 6F 75 72 20 70 61 .His p..sent and your pa
00000210/69 6E 73 20 77 65 20 74 68 61 6E 6B 20 79 6F 75 20 66 6F 72 3A @D OA 57 ins we thank you for:..W
0000022868 65 6E 20 77 65 20 68 61 76 65 20 6D 61 72 63 68 27 64 20 6F 75 72 20 hen we have march'd our

0000024072 61 63 6B 65 74 73 20 74 6F 20 74 68 65 73 65 20 62 61 6C 6C 73 2C 0D rackets to these balls,.
000002580A 57 65 20 77 69 6C 6C 2C 20 69 6E 20 46 72 61 6E 63 65 2C 20 62 79 20 .We will, in France, by

00000270/47 6F 64 27 73 20 67 72 61 63 65 2C 20 70 6C 61 79 20 61 20 73 65 74 6D God's grace, play a set.
000002880A 53 68 61 6C 6C 20 73 74 72 69 6B 65 20 68 69 73 20 66 61 74 68 65 72 .Shall strike his father
000002A027 73 20 63 72 6F 77 6E 20 69 6E 74 6F 20 74 68 65 20 68 61 7A 61 72 64 's crown into the hazard
000002B82E OD OA 54 65 6C 6C 20 68 69 6D 20 68 65 20 68 61 74 68 20 6D 61 64 65 ...Tell him he hath made

Offset: 3FF
MFT entry, resident $DATA attribute

(e

The $DATA attribute (0x80) starts at byte offset 432 (0x01B0). The non-resident flag is zero, meaning this is a resident $DATA attribute. The size of the resident data is
469 bytes (0x01D5) starting 24 bytes (0x18) from the beginning of the attribute. You can see the text starting at byte offset 456 (0x01C8) in the hex editor.

The interesting stuff happens when you add more data to your file. In my case, I added a little over 1K additional data in my Notepad buffer to force the attribute to
become non-resident. I dumped out the MFT entry again, and here's the hex editor view:
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Windows Help

Offset: 0

0000000046 49 4C 45 30 00 03 00 D6 CD 63 FC 00 00 60 60 1D 60 62 60 38 00 01 00 EILEO ..... Covinnnnnn 8..
00000018/00 02 00 0O 00 04 0O 0O OO OO0 OO0 OO0 60 60 00 00 06 00 00 00 5C 57 01 00 | ..vvviriirrnnnnnans \W..
000000360/03 00 47 11 00 00 00 60 10 00 0O 00 60 OO 0O 00 0O 00 60 00 00 00 00 00 ..G......vvv tiviuvnnnnn
0000004848 00 00 00 18 00 00 060 97 3D 7F C2 6D AB CD 01 DB 24 77 23 12 AB CD 01 H........ S Swi#
00000060DB 24 77 23 12 AB CD 01 OD EE 8F C2 OD AB CD 01 20 00 00 00 00 00 00 00 |.SW#............ «..oun..
00000078/00 00 00 00 00 0O 00 0O 0O 00 60 00 97 02 00 00 00 00 60 60 60 00 00 00 | ...vveiiiiriirnirnnnnnss
0000009038 B7 45 42 00 00 00 0O 30 0O 6O GO 78 00 OO OO 0O 0O 6O 60 60 60 603 00] 8.EB....0...X..euvuunn..
000000A85A 00 00 00 18 00 01 60 51 06 00 00 00 00 02 60 97 3D 7F C2 6D AB CD 01 Z....... Q........ SIREEEE
000000COOD EE 8F C2 6D AB CD 01 OD EE 8F C2 0D AB CD 01 OD EE 8F C2 OD AB CD 01 |.....iuiiininnnnnnnnnnnn
000000D8|00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 60 60 60 00 00 00 |.....viiiiriiens caanann
000000FB|OC 02 51 0O 55 00 4F 00 54 00 41 00 54 00 7E 00 31 00 2E 00 54 00 58 00 |..Q.U.0.T.A.T.~.1...T.X
0000010854 00 74 00 0O 0O 0O GO 30 0O OO 6O 78 0O OO OO 6O 6O 6O 60 60 60 02 00| T.t..... 0. . Xeeuiiinnn
00000120/5C 00 00 00 18 00 01 60 51 06 00 00 00 00 02 60 97 3D 7F C2 6D AB CD 01 \....... Q........ =
00000138/6D EE 8F C2 6D AB CD 01 0D EE 8F C2 6D AB CD 01 6D EE 8F C2 6D AB CD 01 |......ciiviiiiinnnnnnnn.
000001560/00 00 00 0O 0O 0O 0O 0O 0O 0O 00 0O 00 00 00 00 20 00 60 60 00 00 00 00 . ....veiiiiriirns vaanann
00000168/0D 01 71 00 75 00 6F 00 74 00 61 00 74 00 69 00 6F 60 6E 00 2E 060 74 00 |..q.u.o.t.a.t.i.o.n...t.
0000018078 00 74 00 00 00 00 60 40 00 0O 00 28 0O 00 60 0O 00 6O 0O 00 00 04 00 Xx.t..... [ P (P
0000019810 00 00 00 18 00 00 00 FF 46 71 D8 8C 13 E2 11 9C E6 00 OC 29 76 F3 52| |......... Fq......... JV.R
000001B0|8O 00 0O 00 48 00 00 00 00 00 00 00 06 05 00 00 00 00 0O 00 00 00 00 B
00 00 00 00 00 00 00 40 00 0O 0O 00 DO 0O 0O 0O 10 GO 0O GO 00 00 00 ........ [P
06 00 00 00 00 00 00 FD 06 00 00 00 00 00 00 31 01 23 8B 28 00 00 00 ........vvvuunnn 1.#.(
82 79 03 00 73 65 6E 74 20 61 6E 64 20 79 6F 75 72 20 70 61 |..... y..sent and your pa
000002106/69 77 65 20 74 68 61 6E 6B 20 79 6F 75 20 66 6F 72 3A OD OA 57 |[ins we thank you for:..W
00000228|68 77 65 20 68 61 76 65 20 6D 61 72 63 68 27 64 20 6F 75 72 20| hen we have march'd our
00000240[72 65 74 73 20 74 6F 20 74 68 65 73 65 20 62 61 6C 6C 73 2C OD| rackets to these balls,.
00000258|0A 77 69 6C 6C 2C 20 69 6E 20 46 72 61 6E 63 65 2C 20 62 79 20| |.We will, in France, by
00000270(47 73 20 67 72 61 63 65 2C 20 70 6C 61 79 20 61 20 73 65 74 OD| God's grace, play a set.
00000288|0A 6C 6C 20 73 74 72 69 6B 65 20 68 69 73 20 66 61 74 68 65 72| |.Shall strike his father
000002A027 72 6F 77 6E 20 69 6E 74 6F 20 74 68 65 20 68 61 7A 61 72 64| |'s crown into the hazard
000002B8|2E 65 6C 6C 20 68 69 6D 20 68 65 20 68 61 74 68 20 6D 61 64 65 |...Tell him he hath made

MFT entry with non-resident $DATA attribute

The $DATA attribute still starts at byte offset 432. In the updated entry, however, the non-resident flag is 0x01, indicating that the $DATA attribute is non-resident. I'm
not going to bother decoding the rest of the $DATA attribute because you can quite clearly see the oXFFFFFFFF end of file marker that marks the end of the new MFT

entry (byte offset 504).

The four bytes after the end of file marker are also modified. These four bytes take us to the end of the sector boundary. From that point forward, you can see the contents
of the original resident $DATA. While it doesn't show in the images, the last 512 bytes of both MFT entries are the same.

This residual data gives us a fragment of the contents of a file at a particular point in time. This version of the file may have only existed for a brief period and not been
captured in a Volume Shadow Copy or other backup. In my investigation I got a string hit on the residual data in the MFT entry while the current (and non-resident)

version of the file did not contain the string of interest. Both versions ended up being relevant to the investigation, but the historical relic of the residual data made the
combined find even more interesting.

Hal Pomeranz is an Independent Digital Investigator, a SANS Institute Faculty Fellow, and a GCFA. He doesn't always analyze NTFS, but when he does he often uses a
hex editor. Hal will be teaching For508: Advanced Computer Forensic Analysis and Incident Response in San Antonio, Nov 27 - Dec 1.
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